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Abstract

This Ph.D. Thesis proposes a complete methodology for
the adaptation of automatic speaker recogition technotogy
forensic evaluation of the evidence. The nature of the prob-
lem of forensic automatic speaker recognition is deeply ana
lyzed in the context of the current debate about scientifie pr
cedures in forensic disciplines worldwide. Then, a sotufior
this problem is proposed in the form of a hyerarchical method
ology which integrates current standards and state of thef ar
automatic speaker recognition technology and the reqeinésn
and needs of the so-calledming paradigm shifn forensic sci-
ence. The Thesis contributions are supported by numeoars pe
reviwed publications in national and international coaferes
and jorunals included in ISI-JCR. Also, this Thesis and @s-c
stributions have been the recipient of several awards fardifit
national and international contexts. Moreover, the appiie
ity of the Thesis is evidence by the multiple public and peva
contracts and projects which consider the framework pteden
here, as well as the impact of the proposed methodologies-in i
portant fora such as working groups of the European Network
of Forensic Science Institutes.

Index Terms: Forensic speaker recognition, likelihood ratio,
calibration, empirical cross-entropy, coming paradigiift sh

1. Nature of the Problem

This Thesis is focused on the use of automatic speaker recogn
tion systems for forensic identification, in what is calleden-
sic automatic speaker recognition [1, 2]. More generatiseii-
sic identification aims at individualization, defined as tee-
tainty of distinguishing an object or person from any ottreai
given population [3]. This objective is followed by the aysis
of the forensic evidence [4], understood as the comparigen b
tween two samples of material, such as glass, blood, spetech,
An automatic speaker recognition system can be used in tarder
perform such comparison between someoveredspeech ma-
terial of questioned origin (e.g., an incriminating wispping)
and somecontrol speech material coming from a suspect (e.g.,
recordings acquired in police facilities).

However, the evaluation of such evidence is not a trivial is-
sue at all. In fact, the debate about the presentation ofiice
evidence in a court of law is currently a hot topic in many sci-
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entific and legal fora [5, 6]. The American Daubert rules fa t
admissibility of the scientific evidence in trials and théewnce

of critical errors in positive identification reports forsdiplines
assumed as error-free have fostered the discussion. Fiem th
debate, DNA profiling arises as a model for a scientifically de
fensible approach in forensic identification, as it mee¢stiost
stringent Court admissibility requirements demandingrstific
evaluation of the evidence, and testability of proceduésip
this Thesis we take into account such requirements in oaler t
adapt forensic automatic speaker recognition to what hes be
dubbedthe coming paradigm shifih forensic identification sci-
ence.

2. Hypotheses to be Tested and Objectives

The Thesis presented, which summarizes the hypothesis to be
tested, can be stated as follows:

The emerging requirements for evidence evaluation andtgpo
ing in forensic science can be satisfied for forensic autmmat
speaker recognition by the use of accurate Likelihood Ratio
(LR) within a hierarchical methodology consisting of 3 levels:
discrimination, presentation, and forensic.

The main objectives of this PhD Thesis are:

1. Reviewing and studying the problem of automatic
speaker recognition for forensic evidence evaluation.

2. Identifying all the steps which are needed for the use
of an automatic speaker recognition system for forensic
identification.

3. Analyzing the requirements of each of the steps and their
relationship in order to give a coherent methodology.

4. Defining a methodology for theR-based evaluation of
the evidence using automatic speaker recognition sys-
tems based on the DNA paradigm.

5. Establishing a definition and assessment framework of
the LR accuracy, aiming at clear interpretation of results.

6. Improving the discrimination of automatic speaker
recognition technology.

7. Improving the accuracy and robustness of Eifé com-
putation process.

8. Applying the proposed evaluation, interpretation and as
sessment methodology to forensic speaker recognition
problems, either simulating real cases or using databases
coming from real police investigations.

3. Methodology and Relevant Theory

In Chapters 1 and 2, we begin by reviewing related works in the
literature concerning automatic speaker recognition anenf-
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sic evaluation of the evidence. Then, the experimental éram
work to be used in this Thesis is described in detail. The lyide
accepted Speaker Recognition Evaluations (SRE) condbgted
the American National Institute of Standards and Technolog
(NIST) are adopted as the experimental set-up for this Shesi
[7]. The databases used for such protocols constituteestwl|
ing corpora presenting many different variability factms®snu-
lating the typical conditions of lawful recordings in telemic
networks.

As a contribution in this Thesis, a hierarchical methodol-
ogy for forensic automatic speaker recognition is propased
Chapter 4. This methodology constitutes a powerful tool for
practitioners, as it allows transparent and testable &icaden-
tification using the typical score-based automatic speakmyg-
nition systems. We then identify the main factors affectimg
methodology proposed in this Thesis. First the elementhef t
coming paradigm shifare analyzed [6]. Then, the common
procedures accepted in automatic forensic speaker rea@mgni
are also identified. Taking into account all factors, we defire
hierarchical methodology, consisting of three differevells of
abstraction, namely the discrimination level, the prestomn
level and the forensic level.

The Dissertation then focuses on the description of the
levels which compose the proposed hierarchical methogiolog
First, the discrimination level is addressed in Chapter e T
aim at this level is yielding a discriminating score, as a way
of distinguishing whether the speech coming from the suspec

and the questioned recording come from the same source or

not. Since discrimination has been the aim of automaticksgrea
recognition in the last decades, we give a definition of the pe
formance of the score derived from the literature in the field
Moreover, we overview and experimentally compare several
widely used techniques found in the literature in order te im
prove the discriminating power of a score set, namely score n
malization [8], session variability compensation [9] angdibn

of systems [10]. A novel score normalization technique, elgm
KL-T-Norm, is presented as a contribution [11]. We expernme
tally demonstrate that KL-T-Norm increases the discrirtiima
power of other popular score normalization techniques sisch
T-Norm [8], as well as it improves its computational effiaign

Next, the presentation level is introduced in Chapter 6. The
aim at this level is transforming the input score intdikeli-
hood ratio (LR) as a measure of the weight of the evidence,
with a meaning of degree of support of the evidence to any of
the hypotheses present in the case. This methodology, gmepul
ized by DNA profiling, is probabilistic, data-driven andadls
to include in a logical way the weight of the evidence into the
inferential process in a forensic case. A definition of #ue
curacy of the evidence evaluation process is then given, intro-
ducing the important concept of calibration. Then, a nogel a
sessment methodology based on information theory is regort
where the accuracy of thBR values is expressed in the form
of information-theoretical magnitudes, namely empirizralss-
entropy ECE).

Also in the presentation level, a comparative study of dif-
ferent LR computation techniques is presented. Among them,
we propose a novel method of generative suspect-addped
computation. The study shows that the proposed technique im
proves the discrimination and the calibration of the inmatres,
by means of the exploitation of the specificities of a gives-su
pect. The proposed technique is also robust to scarcityen th
control speech material, a problem which is often found in
forensic casework. The presentation level is concludet arit
alternative configuration of the proposed methodology deor
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Figure 1: Proposed methodology for forensic evaluation of the
evidence using speaker recognition systems, with inputs and
outputs of each level in the hierarchy.

to consider non-score-based LR computation techniques, com-
mon in other forensic areas and recently proposed for automatic
speaker recognition.

Finally, the last level in the hierarchy is described in Chap-
ter 7, namely the forensic level. The aim at this level is con-
sidering the court demands and the requirements of the com-
ing paradigm shift in forensic science in order to properly re-
port the weight of the evidence and its accuracy. Two exper-
imental examples illustrate the reporting and presentation of
the results from evidence evaluation by means of the proposed
information-theoretical assessment methodology. One of these
examples has been built making use of the database and systems
employed by the Spanish Guardia Civil in rea forensic case-
work. The chapter ends with the demonstration of the adequacy
of the proposed methodology for other forensic disciplines, by
means of an experimental example of LR-based evidence eval-
uation using glass and paint analysis.

Figure 1 shows the proposed methodol ogy for the use of au-
tomatic speaker recognition systems for forensic evidence eval-
uation. The described hierarchy of levelsis shown, as well as
the inputs and outputs of each level.

4. Contributions of the Thesiswith
Indicative References

The Thesis has generated a significant amount of research con-
tributions, evidenced by the number of articles in conferences
and journals with 1SI-JCR impact factor. As a highlight, the
results of the Thesis have received several awards and distinc-
tions, namely:

e Best Ph.D. Thesis Award of the Officia College of
Telecommunication Engineers (COIT) in 2009.

e |IBM Research Best Student Paper Award at the
IEEE/ISCA Odyssey 2006 conference, for the article in
[12].

e Finalist of the Spanish Network of Speech Technologies
(RTTH) Best Journa Article Award, for thework in[11].

The research contributions of this PhD Thesis are the fol-
lowing (some publications are repeated in different items of the
list):

e Literaturereviews. Forensic evidence evaluation tech-
niques in automatic speaker recognition [2, 12, 13];. As-
sessment of forensic speaker recognition systems [13,
14, 12] (IBM Research best student paper award). New
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requirements in forensic science [13, 2, 12] (IBM Re-
search best student paper award). Automatic speaker
recognition [15]. Score normalization for robust speaker
verification [16][11] (RTTH best article finalist).

e Theoretical frameworks. Theoretical framework for
the use of speaker recognition for forensic purposes
[2, 12] (IBM Research best student paper award). The-
oretical framework for the use of information theory for
the assessment @fR values [17, 18, 19, 20].

¢ Novel methods.Novel methods for the use of automatic
speaker recognition for forensic identification [2, 21]
[12] (IBM Research best student paper award). Novel
methods in robusL.R computation [21, 14, 22, 23, 24,
20]. Novel methods in the assessmentIo® values
[17, 18, 19]. Novel methods of score normalization in
speaker verification [16][11] (RTTH best article finalist).

e Improvements in speaker recognition discrimination.
Contribution to the improvement of ATVS-UAM auto-
matic speaker recognition system [2, 25, 14][11] (RTTH
best article finalist).

e New techniques in speaker verification. New meth-
ods for the improvement of automatic speaker recogni-
tion discriminating power [26, 16][11] (RTTH best arti-
cle finalist).

o New experimental studies. Experimental studies of
automatic speaker recognition systems in the proposed
methodology for forensic automatic speaker recogni-
tion [13, 2, 19, 12] (IBM Research best student paper
award). Robustness ibR-based evaluation of the evi-
dence [21, 14, 27, 22, 23, 24]. Calibration loss effects
in forensic speaker recognition [13, 2, 19, 12] (IBM Re-
search best student paper award). Reports on the ATVS-
UAM automatic speaker recognition system with foren-
sic applications at NIST SRE and at the NFI/TNO Foren-
sic SRE[13, 2, 25, 26, 14, 12, 27, 16, 28, 22, 23, 24] [11]
(RTTH best article finalist). Robust score normalization
in speaker verification [16, 28][11] (RTTH best article
finalist).

e Application to other forensic disciplines. Robust evi-
dence evaluation methods in biometrics [27, 29]. Infor-
mation theoretical evaluation @R values coming from
glass and paint evidences [17, 18, 19].

5. Results and Analysis

This section presents an analysis of the main results oTties
sis. First of all, the global contribution of the Thesis ig thi-
erarchical methodology for forensic automatic speakesget
tion, containing three levels (Figure 1).

The Thesis also clearly defines the discrimination level,
where a novel score normalization technique is proposed,
namely KL-TNorm. This method improves the discriminat-
ing power of systems with respect to the state of the art in
test-dependent score normalization, represented by m&]
Table 1 illustrates the increase in discriminating poweKb#f
TNorm in one of the experimental set-ups in the Thesis, which
can be seen as a reduction of the Equal Error Rate (EER).

At the defined presentation level, we present and compare
several methodologies to compute this evidence weightinge
of likelihood ratios L R), following the DNA standard. At this
level, we define the precision of a set bR values by means
of the Empirical Cross-EntropyH{CE), and its decomposition
into discrimination and calibration performance. This hoel-
ology allows the presentation of performance results imser
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GMM 1c-1c 8c-1c
K=175 male | female| male | female
EER T-Norm (Av.) 11.14 14.62 7.78 9.57
EER KL-T-Norm 10.76 13.88 7.25 9.12
EER Av. Improvement|| 3.4% | 5.0% | 6.8% | 4.7%

Table 1: Comparison of EER for TNorm and the proposed KL-
Tnorm for the for ATVS GMM system presented in NIST SRE
2005 [7].

of information theory, and can be illustrated in termsFEf' E

plots (Figure 2), which constitutes a step forward to malee th
understanding of the results presented by forensic piaotits
easier to the court. Also at this level, we present a novehatkt

for transforming scores from speaker recognition systents i
LR values, namely suspect-adaptBd® computation, which
improves the state of the art of evidence evaluation methods
when the amount of speech from the suspect is sparse (Figure
2).

LR Gaussian Adapted

35 2 -15 -1 -0 1 15 2 25 25 -2 -15 -1 05 0 05

5 0 05
Prior log, (0dds) Prir log, (odds)

(a) (b)

Figure 2: ECE plots to represent the accuracy of an experi-
mental set ofLR values. Red curve denotes information loss,
and should be as low as possible. The difference among red
and blue curves denote a calibration problem. Comparison of
suspect-adapted (a) and logistic regressiod.@®@)computation.

115 2 25

Finally, we defined a forensic level in the proposed method-
ology, where the requirements of theming paradigm shifin
forensic science are taken into account. The whole method-
ology is tested by applying it to the procedures followedhia t
Acoustics Department of the Criminalistics Service of thets
ish Guardia Civil. Moreover, we demonstrate the appliégbil
of the proposed methods to other forensic disciplines, ssch
Glass or Paint Analysis (Figure 3).

6. Applicability

The main results of this Thesis have been critical as researc
sults and and technology transferred in the context of putvid
private research projects and contracts. In this senseaweeth
highlight the stable collaboration agreement between THéA
group and the Criminalistics Service of Spanish Guardial Civ
Nowadays, their Acoustics Department are implementing the
methodology contributed in this Thesis for forensic eviden
evaluation in real casework. Moreover, ATVS, and in particu
lar the author and the advisor of this Ph.D. Thesis, are aegul
invited members of the Forensic Speech and Audio Analysis
Working Group of the European Network of Forensic Science
Institutes (ENFSI-FSAAWG), where the experience of Guardi
Civil in the deployment of the proposed methods in casework
serves as a driving standardization effort for other foielab-
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Figure 3: Application of the proposed methodology based on
ECE plots to forensic glass (a) and paint (b) analysis.

oratories and police forces across Europe. Finally, pathef
results in this Thesis have been used in technology traosfer
tracts with Agnitio S. L., and as part of the results of cotieds
tion agreements with the Spanish Ministry of Defense.
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